Knight Foundation School of Computing and Information Sciences

FI" ‘ g SUMMER 2023 Senior Design Project
Computing

Exploring Vulnerabilities of Large Language Models +.coogietard

Student: Anthony Granada

Product Ow ner: Yanzhao Wu .
Instructor/Faculty: Masoud Sadjadi, Florida International University \
PROBLEM CURRENT SYSTEM SYSTEM DESIGN
models (LLMs), specifically focusing on jailbreaking. The a . a » oogle Bard, an i Ing Al. tha sophis '|ca.e fitering _Sys .em esigne O_ etect and handle
p q q o employs a Transformer Neural Network with 175 deceptive input, ensuring improved security and user safety.
project aims to ensure the integrity of LLMs, protect users bill " trained - t data. Bard Al is built By i ti K d filteri d defined criteri
from objectionable content, comply with legal illion parlame ers, trained on internet data. Bar is bui y incorporating - keyword filtering and predefined criteria,
A - f on Google's LaMDA, pre-trained on 1.56 trillion words, we aim to prevent the model from generating inappropriate
requirements, prevent malicious misuse, and promote - . " . " i
; i " . . and fine-tuned using annotated responses. Bing Al, is or harmful responses. However, it's crucial to acknowledge
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challenges such as accuracy in their results, vulnerabilities,
bias, and high costs attributed to managing vast datasets.
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RISK ASSESSMENT This project conducted an in-depth analysis of Large Language ) ) i
Models uncovering vulnerabilities in their user interfaces that could iu, Y., Deng, G, Xu, Z, Li, Y., Zheng, Y., Zhang, Y., Zhao, L, zhang, T,, & Liu, Y. (2023).

This risk assessment evaluates potential vulnerabilities in Large Language
Models and categorizes associated risks by their impact and likelihood, ranging
from high to low. The identified risks encompass unauthorized access, adversarial

result in unintended or objectionable outputs. To mitigate these Jailbreaking|ChatGPTjvia Prompt Engineering/AnEmpricalistudy:

risks, @ Python-based keyword filtering system was developed, Wang, Jindong, et al. “On the Robustness of Chatgpt: An Adversarial and out-of-

attacks, privacy concerns, bias and discrimination, and model poisoning. Threats triggering an "error” response for attempts to bypass the filters. Distribution Perspective.” arXiv.Org, 29 Mar. 2023, arxiv.org/abs/2302.12095.

may arise from malicious users, adversarial actors, or state-sponsored actors. To Through the implementation of this defense mechanism and other

address these risks, a defense solution focusing on Python-based filtering strategies, the project aimed to bolster LLM security, fostering Kravchenko, A., Shvetsov, R., Artemov, A., Yurkov, A, & Gusev, G. (n.d.). A
capabilities is proposed, targeting injection attacks, evasion techniques, false responsible Al adoption and safer user interactions. Valuable insights  Differentiable Language Model Adversarial Attack on Text Classifiers. Retrieved from
positives and negatives, and contextual ambiguity. The implemented controls were gained, benefiting organizations and developers seeking to https://arSiv.labs.arxiv.org/html/2107.11275

include keyword filtering, regular updates, and contextual awareness to enhance enhance LLMs and create more dependable and secure natural

the LLM's comprehension of user intent.

language processing systems. Arxiv.org. (n‘d.).Jallbreakln'g CHATGPT via Prompt Engineering: An Empirical Study.
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