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To address prompt-based vulnerabilities in large language 
models (LLMs), specifically focusing on jailbreaking. The 
project aims to ensure the integrity of LLMs, protect users 
from objectionable content, comply with legal 
requirements, prevent malicious misuse, and promote 
responsible AI adoption for positive societal impact. Its key 
goal is to thoroughly test and strengthen LLMs to defend 
against these vulnerabilities and weaknesses.

The LLMs utilized in this project include 
ChatGPT 3.5/ChatGPT 4, Google Bard, and Bing AI. ChatGPT 
employs a Transformer Neural Network with 175 
billion parameters, trained on internet data. Bard AI is built 
on Google's LaMDA, pre-trained on 1.56 trillion words, 
and fine-tuned using annotated responses. Bing AI, is 
powered by GPT from OpenAI, comprising 135 
billion parameters, aiming for improved precision in 
searches. Despite their strengths, all LLMs encounter 
challenges such as accuracy in their results, vulnerabilities, 
bias, and high costs attributed to managing vast datasets.

This risk assessment evaluates potential vulnerabilities in Large Language 
Models and categorizes associated risks by their impact and likelihood, ranging 
from high to low. The identified risks encompass unauthorized access, adversarial 
attacks, privacy concerns, bias and discrimination, and model poisoning. Threats 
may arise from malicious users, adversarial actors, or state-sponsored actors. To 
address these risks, a defense solution focusing on Python-based filtering 
capabilities is proposed, targeting injection attacks, evasion techniques, false 
positives and negatives, and contextual ambiguity. The implemented controls 
include keyword filtering, regular updates, and contextual awareness to enhance 
the LLM's comprehension of user intent. 
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Our innovative Large Language Model is equipped with a 
sophisticated filtering system designed to detect and handle 
deceptive input, ensuring improved security and user safety. 
By incorporating keyword filtering and predefined criteria, 
we aim to prevent the model from generating inappropriate 
or harmful responses. However, it's crucial to acknowledge 
that no defense mechanism is foolproof, and some 
malicious content might still evade detection despite our 
best efforts to minimize risks.

This project conducted an in-depth analysis of Large Language 
Models uncovering vulnerabilities in their user interfaces that could 
result in unintended or objectionable outputs. To mitigate these 
risks, a Python-based keyword filtering system was developed, 
triggering an "error" response for attempts to bypass the filters. 
Through the implementation of this defense mechanism and other 
strategies, the project aimed to bolster LLM security, fostering 
responsible AI adoption and safer user interactions. Valuable insights 
were gained, benefiting organizations and developers seeking to 
enhance LLMs and create more dependable and secure natural 
language processing systems.
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